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1. Principiile generale ale auditulul
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Principlii de audit

1. Independenta: baza pentru impartialitatea si obiectivitatea
concluziilor de audit

» Auditorii sunt independenti de activitatea auditata si liberi de
ambiguitati si conflicte de interese

» Auditorii isi mentin o gandire obiectiva de-a lungul procesului de
audit pentru a asigura ca atat constatarile cat si concluzille
auditului vor fi bazate exclusiv pe dovezi obiective

2. Abordarea bazata pe dovezi: metoda rationala pentru a obtine
concluzii/rezultate fiabile si reproductibile intr-un proces de audit
sistematic



Trei principii de baza ale auditului intern

1. Principiul universalitatii — auditul se aplica tuturor:
 Organizatiilor
* Functiilor
2. Principiul independentei — aceasta functie
trebuie situata la cel mai inalt nivel ierarhic

3. Principiul periodicitatii - functie permanenta
In cadrul entitatii, care se exercita periodic



Principiul universalitatii
Universalitatea auditului intern este explicata in
functie de:

1. Aria de aplicabilitate

2. Scopul

3. Rolul

4. Profesionalismul persoanelor implicate
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Principii referitoare la auditori

1.

Conduita etica = baza profesionalismululi.
Increderea, integritatea, confidentialitatea s
discretia sunt esentiale pentru auditare.

Prezentarea corecta = obligatia de a raporta
corect s/ precis.

Grija profesionala necesara = aplicarea
diligentei si rafionamentului in auditare. Un
factor esential il constituie competenta.

or Bragaru Principiile auditului



Constatarile auditului

1.

Constatarile auditului, concluziile auditului si rapoartele
de audit reflecta in mod corect si precis activitatile de
audit.

Trebuie raportate obstacolele intampinate in timpul
auditului si divergentele de opinie nerezolvate intre
echipa de audit si auditat

Auditorii actioneaza cu grija necesara in conformitate cu
importanta sarcinii indeplinite si increderea care le este
acordata de clienti si alte parti Interesate. Un factor
esential 1l constituie competenta.



Principiile auditului IS/IT
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Auditul IT/IS

1.

An IT audit is the process of collecting and evaluating evidence
of an organization's Information systems, practices, and
operations.

. The evaluation of obtained evidence determines If the

Information systems are safeguarding assets, maintaining data
integrity, and operating effectively to achieve the organization's
goals or objectives.

. A control is developed to mitigate a known risk to a level

acceptable by Senior Management.

. The concept of attaining a secure computing environment (ie, an

iIdeal state free from risk or danger) by mitigating the
vulnerabilities associated with computer use.



Risks Types

» Strategic
*Compliance

* Market

* Operational

* Environmental
* Reputational

* Market



Application Risks

Unauthorized and/or erroneous transactions
Processing inefficiencies due to incomplete data entry
Access control violations

Data entry errors undetected

Breach of system integrity and loss of critical data

Non-compliance with federal and state laws regarding computer and data
communications use

Destruction of critical information by unauthorized users
Impairment of the Organization’s reputation

o gk wbhE

S



Security Domains

Access Control Systems and Methodology
Telecommunications and Network Security

Business Continuity Planning and Disaster Recovery Planning
Security Management Practices

Security Architecture and Models

Law, Investigation, and Ethics

Application and Systems Development Security

Cryptography

Computer Operations Security

10. Physical Security
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CoBIT Domains

« Plan and Organize
* PO 8 — Manage Quality
* Acquire and Implement
« Al 2 - Acquire and Maintain Application Software

* Al 6 - Manage Changes
* Al 7 - Install and Accredit Solutions and Changes

* Deliver and Support
* DS 5 - Ensure Systems Security

 Monitor and Evaluate
« ME 2 - Monitor and Evaluate Internal Control




Internal Controls 101

* Primary Objectives of Internal Controls
* Accurate Financial Information
« Compliance with Policies and Procedures
« Safeguarding Assets
* Efficient Use of Resources

* Accomplishment of Business Objectives and
Goals



Point of View
e Security Perspective

« Security requirements early in SDLC process.

* Ensure legal, regulatory, contractual, and internal compliance
requirements.

 Follows industry best practices.
 Testing during development, QA, pre and post production.

« Audit Perspective

« Compliance to legal, regulatory, contractual, and internal compliance
requirements.

« Appropriate evidence is documented.
« Business objectives and goals are maintained.
« Each audit point is reached during the SDLC phases.
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