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Ce este cerificarea SMSI conform I1SO
27001



Ce este certificarea

* Certificarea de conformitate a sistemelor de management, a personalului sau

a produselor cu cerintele predefinite

» Reprezinta actiunea unei terte parti (organism de certificare)

ce demonstreaza ca organizatia furnizeaza servicii si/sau produse

in conformitate cu un anumit standard referential

Asigurarea ca sistemul a fost creat, implementat si functioneaza conform cu
cerintele standardului de referinta

sau ca persona detine calificarea de profesionist in aria respectiva


https://www.tuv-austria.ro/certificari/
https://www.tuv-austria.ro/certificari/certificare-personal/
https://www.tuv-austria.ro/certificari/certificare-produs/

Cine poate ceritfca conformitatea SMSI cu ISO
27001

* O organizatie trebuie sa treaca o procedura de
certificare

* Dirijata de catre o organizatie de certificare
autorizata (organism de certificare RCBs
inregistrat, sau organizatie de audit).

*|SO ofera o lista de cca 50 RCBs din peste 30 de
state dezvoltate, asa ca SUA, Anglia, Germania
etc.

ISO Registered Certified Bodies,
http://isolegalization.com/iso-registered-certified-bodies-list



Beneficiile certificarii SMSI

« Angajamentul Managementului/responsabilitatea fata de securitatea informatiilor
» Alocarea resurselor umane, de timp, efort, finantare etc.)
» Selectarea controalelor si pentru aplicarea acestor controale in cadrul organizatiei

- Eficienta securitatii informatiilor
» Cresterea gradului de constientizare a securitatii informatiilor in cadrul organizatiei

» Protectia adecvata a bunurilor organizationale
» Eficacitatea controalelor este masurata si raportata

« Conformitatea cu cerintele legale
» Demonstreaza respectarea proactiva a autoritatilor de reglementare
» Poate fi folosit ca cadru comun pentru alte standarde/cerinte de reglementare
» Risc redus de raspundere

« Construirea si mentinerea increderii
» Utilizata pentru a valida practicile de securitate si pentru a oferi incredere tertilor
» Eficienta operationala obtinuta prin procese repetate de monitorizare a conformltatii
>Confera mcredere/garantu yartenerilor de afaceri, colaboratorilor, administratiei ca SMSI elaborat
si implementat in organizatia certificata corespunde standardelor in vigoare
* Imbunatatire continua
» Permite dezvoltarea unei organizatii introspective, agile si reziliente
» Ofera suport pentru mentinerea si imbunatatirea permanenta a SMSI



Avantajele certificarii SMSI

»Confera incredere ca SMSI elaborat si implementat de
organizatie corespunde standardelor in vigoare

» Ofera suport pentru mentinerea si imbunatatirea permanenta a

SMSI
L)

» Confera partenerilor de
afaceri, colaboratorilor,
administratiel garantii
referitoare la managementul
securitatii informatiilor in
organizatia certificata
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Fluxul activitatilor de certificare
SMSI

garu, 2/19/2019 SMSI ca sistem integrat+ fluxul activitatilor
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CTagum BHeOPEHUSI CUCTEMbI MEHEXKMEHTa UHopmMaumMoHHon 6esonacHoctn (SMSI)

MoarotoBka kK CMUB
BHeapeHue npoekTa

BHeapeHue npoekTa

—>

* MlHnunatmnea obLiero pykosoacraea
* OByyeHne KomaHbl MO BHEQPEHUIO
» OueHka pucKoB NpoekTa

Hauano BHeapeHuA
npoekra ISMS

CMUB

CMUB
YnpaBneHue u nogaepxka

AN

AYAUT (CEPTUDUKALINA)




CocTaB npoekTta BHeapeHunsa CMUB cornacHo ISO/IEC 27001

MonuTtuka ynpasneHua
MnaH oueHkn puckos

GesonacHocTsto 1 ee 0B6paboTKM CornacoBaHue u Ob6yyeHve n
NpUHATUE 0CBEOM-TIEHHOCTb MoHuTOpuH,
PYKOBOACTBOM NpOBEPKU, TECTBI,
ayaut
A
Moarotoska
[OKyMeHTaLmu
Ynpaernexue aktusamu
OTBETCTBEHHOCTD Monoxexne o Brenperve CMUB BoisiBrieHe 1

Onpenenetne Knaccudukaumst MPVMEHMMOCTI (SOA) 1 peanusauma ynyuiieHuit
o6nacTu OCTaTOYHbIA PUCK Mpouenypbl
NpUMEHeHNs! MeHeKMEHT [OKYMeHTaLnn ynpasneHus
VHUMOEHTaMn

[MnaH oueHkn puckos




5 Step - I1SO 27001 Implementation Process
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Educational
Webinar
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Intemal Audit

Fix

Non-Conforrmities

Audit:
pasii
4-5



Etapele certificarii unui SMSI

1.Contactarea organismului de certificare
2.Initierea certificarii SMSI

3.Semnarea contractului

4.Stabilirea echipel de audit

5.Auditul de evaluare

6.Certificarea

/.Supravegerea organizatiilor certificate

Tudor Bragaru
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Corrective actions
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[SUS rmplamersation asd 150 27001 Cermfication Process Ougram)

« Management must review the organization’s ISMS at least
once a year to ensure its continuing suitability, adequacy and
effectiveness.

» They must assess opportunities for improvement and the
need for changes to the ISMS, including the information
security policy and information security objectives.

* The results of these reviews must be clearly documented and
maintained (“records”).

* Reviews are part of the ‘Check’ phase of the PDCA cycle:
any corrective actions arising must be managed accordingly.
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Prior to certification, the organization should carry out a
comprehensive review of the ISMS and SOA.

The organization will need to demonstrate compliance with
both the full PDCA cycle and clause 8 of ISO27001, the
requirement for continual improvement.

Certification auditors will seek evidence (in the form of
records of processes such as risk assessments, management
reviews, incident reports, corrective actions etc.) that the
ISMS is operating and continually improving.

The ISMS therefore needs a while to settle down, operate
normally and generate the records after it has been
implemented.



Certification Audit ~g3nsl:
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» Certification involves the organization’s ISMS being assessed
for compliance with ISO27001.

» The certification body needs to gain assurance that the
organization’s information security risk assessment properly
reflects its business activities for the full scope of the ISMS.

» The assessors will check that the organization has properly
analysed and treated its information security risks and
continues managing its information security risks
systematically.

» A certificate of compliance from an accredited certification
body has credibility with other organizations



Certification Audit ST
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Continual
Improvement

/

» The organization shall continually improve the effectiveness
of the ISMS through the use of:

» The information security policy;
 Information security objectives;

» Audit results;

» Analysis of monitored events;

» Corrective and preventive actions;
« Management review.
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Documentarea auditulul



ISMS scope (as per clause 4.3)

Information security policy (clause 5.2)

Information security risk assessment process (clause 6.1.2)
Information security risk treatment process (clause 6.1.3)
Information security objectives (clause 6.2)

Evidence of the competence of the people working in information security (clause 7.2)
Other ISMS-related documents deemed necessary by the organization (clause 7.5.1b)

Operational planning and control documents (clause 8.1)

v ©® N U A W N=

The results of the risk assessments (clause 8.2)
10.The decisions regarding risk treatment (clause 8.3)

11.Evidence of the monitoring and measurement of information security (clause 9.1)
12.The ISMS internal audit program and the results of audits conducted (clause 9.2)

13.Evidence of top management reviews of the ISMS (clause 9.3)

14.Evidence of nonconformities identified and corrective actions arising (clause 10.1)
15.Various others subject to specific control in Annex A.



Intrebari de autocontrol

1. Care sunt procesele si activitatile desfasurare in
cadrul certificarii SMSI?

2. Fluxul de implementare SMSI este acelasi pentru
orice organizatie din oricare domeniu? Intemeiati

3. Fluxul de certificare SMSI este acelasi pentru orice
organizatie si orice certificator? Intemeiati



