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Email este Nrl in riscul de pierderi de date

Pierderi informatii de business
(actiuni ale angajatilor care
colaboreaza cu concurenta, etc)

Pierderi informatii confidentiale

Lipsa compliantei cu standarde,
regulamente

Pierderi informatii cu caracter
personal

Pierderi informatii proprietate
Intelectuala

Posibil risc siguranta publica
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De ce sa clasificam?

e Companiile creaza si manipuleaza cantitati enorme de informatie

e Nu toata aceasta informatie are aceeasi valoare sau prezinta acelasi
grad de risc sau necesita acelasi grad de disponibilitate.

e (Clasificare/segmentarea informatiei din companie ajuta la:

e  Asigurarea nivelul corespunzator de politici de securitate si control al
informatiel, fiecarei categorii de informatie; acest control este aplicat
obligatoriu, transparent si consecvent

e Asigura ca informatia valoroasa de business este creata si manipulata
In conditii de confidentialitate, integritate si disponibilitate in acelasi
timp, protejand astfel investitile companiei.

e Asigura educarea, responsabilizarea, constientizarea angajatilor,
protejarea lor insisi impotriva greselilor si gafelor

Security & Compliance Solutions
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De ce clasificare ? Motive:

e Securitate — clasificarea/etichetarea informatiel
(elementele vizuale pe emailur/documente creaza
constientizare si responsabillitate in randul utilizatorilor,
lar metadata este ulterior refolosita pentru aplicarea
politicilor de securitate de catre AD, ADRMS, alte solutii
(DLP, arhivare inteligenta, e-discovery, criptare, RMS,
document right management, etc).

e Retentie — clasificarea permite intreprinderii sa
construiasca si sa forteze reqguli de retentie, optimizand
astfel timpul de arhivare/stocare, mediile de stocare,
ceea ce duce la reducerea TCO.

* E-Discovery — usureaza modul de regasire a informatel
relevante prin folosirea metadatelor create prin clasificare
ca si creiteriu de cautare.

Security & Compliance Solutions
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Tehnologia singura nu e suficienta

Utilizatorul are un rol
foarte important in
protejarea
informatiei. Prin
solutia de clasificare
utilizatorul devine:

® Constient
® Responsabil

® Educat

0387117 I

‘l
@TITUS ) Security & Compliance Solutions
WWW.TITUS.COM | © TITUS. ALL RIGHTS RESERVED |
N



Most Data Leaks are Inadvertent

Inadvertent vs. Malicious

96% of leaks are due to
faulty processes or oversight

1% malicious
1% I Other

manager
approved

50%
46% of leakage

of leakage IS d_ue to
business

process

is due to

employee
oversight

Sowrce Symantec Data Loss Prevention
Risk Assessment ingings

o Laccaan e o
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TITUS Classification Solutions

Documents

I———

* Titus Classification for Office
(clasifica fisiere Word, Excel,

* Titus Message Classification

for Outlook (clasifica mesaje, ' e
task-uri, appointment); S h alre PO | nt querPomt)-,_ _
*Titus Classification for OWA) —— Titus Classification for Desktop
(clasifica orice tipuri de fisiere)
* Titus for LotusNotes
Solutii Titus for SharePoint
g NOU: Solutii de clasificare pentru dispozitivele MOBILE

Classification & policy enforcement at the desktop
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Interoperabilitate cu alte solutii

Verisign  Entrust Solutii SIEM
McAfee Verdasys Voltage

[RSA| e Microsoft
The Security Division of EMC ’ SYHHRLLG. E nC ry ptl on " oa g
/ LIQUID|IMACHINES
g EMC

) where information lives®

Iy Microsoft Oce
i"/ C;a SharePoint
Kazeon Discovery ArcilES EMC documentum

MiClOSOﬂ S e arC h # v ' h Sto rag e Quest’

Archive Manager
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TITUS

Security & Compliance Solutions

CLASIFICAREA aduce DLP la viata.
(DLP — Batteries not included)

titus.com



TiTus Classification

Email Documente Fisiere

. Utilizatorii isi clasifica informatia (si in acest fel se protejeaza si pe ei si informatiile companiei)
] ° Date si sigure si conforme
B

. Integrare cu solutii third party (si consolidarea acestor solutii)

| . . .
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Classification Brings your DLP to Life!
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Protejeaza-ti datele prin Clasificare

TITUS = prima linie de aparare

Identifica Clasifica Protejeaza
sensibilitatea Informatia
Informatiel
PUBLIC
COMFIDEMTIAL

RESTRICTED

@f ﬁdube

« Utilizatorul este « Utilizatorul a clasificat | * Se aplica marcaje vizuale
] fortat sa clasifice . TITUS injecteaza pentru constientizare
< fisierele, Metadata si aplica « Solutiile DLP (host sau o
documentele, Politicile de marcare Network) declanseaza politici

bazate pe continut sau

email-urile...
metadate

.\ “ \
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TITUS = Prima linie de aparare

e Educa utilizatorul
e (Creste nivelul de constientizare al utilizatorului
e Avertizeaza utilizatorul

e Previne violarea politicilor

e Permite justificarea utilizatorului
e Protejeaza utilizatorul impotriva

propriilor gresel

Increderea in Utilizator

Security & Compliance Solutions

General Business WWW.TITUS.COM | © TITUS. ALL RIGHTS RESERVED |




DLP = A doua linie de aparare

e (Carantina
e PBlocare
e Raportare

e Recunoaste nevoia de protectie a informatiei clasificate
la nivel inalt (prin solutia de clasificare)

e Verifica existenta intentiillor malicioase pe Alte
Clasificari

: ® Analizeaza sabloanele comportamentale ale
utilizatorilor

Security & Compliance Solutions
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TITUS & DLP

e TITUS cladifica informatia care mai departe poate fi citita de catre DLP
e Metadate TITUS

e  Marcaje vizuale TITUS

=11 e ]

[
Classification: PUBLIC
e VT e i Ve V. VU ) g |

Ly
<
: * DLP protejeaza informatia functie de sensibilitatea ei %
Y y— £
data de clasificarea data de Titus %,

‘|
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TITUS aduce DLP la viata!

e Titus valorifica puterea DLP

e Reduce False Positives

h

e No more “Monitor Mode”

e TITUS Implica UTILIZATORII

e Utilizatorii isi pun amprenta si raspunder
asupra informatiei, DLP devenind astfel mai eficient

” e li educa pe utilizatori in spiritul politicilor companiei

e Creste constientizarea si responsabilitatea utilizatorului

| . . .
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Puncte de integrare

<regExp expr ="secret'>

Name: TITUS No Secret to GMail Status: Active
Category:  TITUS Modified by: DGMC Users\sysadmin
Type: Control Action: Prompt
DIGH
Severity:  Medium Prompt: DEFAULT BLOCK
2] manacerouars | &) Description: Prompt Description: User is presented with a prompt and the action is
e R blocked
-
l—l" CoNTROL PoLICIES
Definition:  <and> 2
E = policies <or=

Metadata

* Name:  TITUS Client Policies SESreDocPropertySiring name="ttuscorpelassficaion/
</regExp>
- ‘7 T it * status:  Active T cevtSrefilepolieyTag />
* <list>
[g—] Category: TITUS -

& POLICIES)

MANAGE

REPORTS
Folicy Assignments

& Trusted Process

= Rules

Edit Policy Create Copy..

Rules associated with this policy:

Priority Manager

& Control

5 App Hanagemen

<string value="Secret" />

Close

@ Classification

i NGS .r ter Status Category. Name Severity Description

Policy Categories Active TITUS TITUS No Secret to GMail Medium View Definition
o

Rule Categories Trusted frocess - Exceptions: None

= Compenent Rules
Active TITUS TITUS Removable Media Medium View Definition
G T ——— @ control
@ Classificati
. ¥ Fiter

Deployment

(agentul ePO)

VERDASYS

53.1.0304

Policy Application:

@} Trusted Frocess
= classification

& content pa

® AcI/ADIRe

B erompts

) Prompt Surve

@ skins

Logging & Reporting

Packages in Master Repository

Yo ol Branches |- |

MNane . Status Type Weaersion
- 2P0 Agent Keay Updatear o Plugin 4.6.0
- — - — Host Intrusion Prevention Content L AT F.0.0
. - * LJcoverione - — ~ Meafaeae Agent for Linuz (=] o Install “4.5.0
e :ﬂ;ll 1:;_ ‘:i'._ McAafaae Agent for Mac OS5 X Ok Install 4.5.0
Metifaae Agent for Windows (=] o Install “4.5.0
- McAfee Data Loss Prevention O Install 9.1.0
Rogus Systerm Sensor o Install 4.6.0
i ¥ TS ot g St e TalkMow Ok Install 2.0
‘ s 10w Titus Classification for Desktop (=] o Install 1.1
—— Titus Classification For Office Ok Install .5
= ) 7 Titus Message Classification O Irn=tall .

Dashboards

General Business
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DLP-uri cu care exista experienta de implementare

e Wor
e Wor
e Wor
e Wor
e Wor
e Wor

KIng wit
King wit
King wit
KIng wit

King wit

King wit

Security & Compliance Solutions

N McAfee

N Verdasys

N Symantec
N WebSense

N RSA

n others.

General Business
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TiITus Message Classification

« Metadata

for Microsoft Outlook”®

« Logging

« Marcaje vizuale

d I v -
Propeies @ iq R R Do Voo W v ] Hesge M) =2
Wesiage
Setﬁngs SEEUI'iTJ,l 1] 3 _2”]':3':t:'| 4 i .jh‘a‘ﬂlrriaj 3 IIUEC\a‘i!-z'mn@
1. [ — «| {07 [ IEncypt message contents and atiadments || ||, o, EOHE 9 e
S J - SR b o e 3Tt D st [msnesiced | et
J = Add digtal signature to outgoing message (Ve ) B
Sensifivity: Normal Dt Tepond Quddgs 5 Me | Ty G I
Request SMIME receipt for this message —
LanEnDal
100 not Autorcnive s tem O St LGB
Tradking aptions

3 []Requesta delivery receipt for s message
2 Request & read receipt for this message
Delivery optians

i
W

DEmres afterr  |None 1200 M

Cateqories v |1TH.ISInterna|

Internet headers:

y-fituscorp-fulllassification: TITUS Internal

-IUS-V i

y-ftusiabs-dassificationhash-30:

PHz/eHnefaTghmaAthiph+

Juz3eZ8n vaNZTqqqcltfeoknGas IZWDSPaguiMt

DatPQubHDMBYrtPiyv414qt0B3h50, ViBuaphIT 063y 0z 2ekgvThHabGor

2¥NeRqaDXDIDISZYrchigDYUWDY Zoa xwpuXDjdqT5Zn ZgREa MF3vith YD

.

T IdlyFra ﬂ[
p
|
I

i o
bt B .ﬂernT:-J‘.ﬂ'zn::ul’I h

Ciasficgion, Parver Cofidenl

Yozl changete frmatting o sleted et e document et by honsing ok forthe seeced tetfom the Qi s gl on the

| Home 0. You can 3o Frmat et divecty by wsing the ohecontrosonte ome b, Mostcontros ofeachi ofusin he ok from the curert

heme orusngafomet hat you specy ety

Visit TITUS at Booth 1547

RSACONFERENCE2012

FEBRUARY 27 = MARCH 2 | SAN FRANCISCO

Th mssage B e markedas Fame Cofidntz! by el Fraser o Tharsday, Februry 16, 2012 6.02:37 M.
Theshovecassficatin bl were adf e mesage by TTUS Messae Cisftin,
Fir mre i vik o fis. o

; ey Frsr

=

d

™
b

n

B eventPropertes - Event 250

Qenere |Detai\s |

[oTrTIrToS

E]

Messag

Reason: Partner Communication

Loghame: ~ Tius abs

Source: Message Clessficaion
Event D il

Lt Waming

User DEMDtaice

OpCode

More nfomation: - Event Log Online Help

rr
ete appers o include contentthat s nat appraprist o the curent cassficaion: ﬂ
» Atachment GrenvlBudgetalse mtched denied file type it enfry "
» Recipientdavid @gremlecom' s not found in dllowed domain it

stfication: Consulting sprzdsheet for el nc.

logged 75001132 PM
Task Category None

Repwards: ~ Classic

Computer, — DEMOSVR demo thus ocal

Copy

(lose
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Ti1TUus Classification

for Microsoft Office’

 Metadata * Marcaje vizuale * Logging

r [ ——— — b
babakdocx Properties M |4 Fent Propertes - Event 030, Documen Clsfcaion o Wor . - ﬂ
| GEI‘IEI'a| | SLII'anlaI'}‘ | SEtIStIES | Contents CLISb:II'n Onthe-insert-tab, the galleres-indude-fems thatam desenedtoaandinee with theoreral-bot ot Geﬂera| Deta“s
JOUr-document.ou canuse these malieres to-oart mbles, hezdars, footes, Jisk, cover-pages, -
ather-document uiiding-lacks -Whan-you-orestaaictures chars -ardemms thaypslsa-oardings
Name: Add ot T
Checked by i et A e T A e e ProductName = TITUS Classication for Microsaft Offce .
C|iEI'|t | | 1& =1 z::::l’:’-":i:':;:;:r::;’::g;:ﬂ'qcuoeof-x"\sc%mt*wmﬂ':e'\:- PfDdUCtIH‘EI'SIDﬂ - 15‘4‘1
Date completed : Productiton = Ulra )
| gzgi?m;zt et = Kely rasr E
| Disposiion - Startngathime = Thursday, February 16, 2012, 6:10:31 PM
| Corfiguretionfile = C:temp\dog |
Type: Text E Detals = Configuration cache [C:\Users\kelly fraser\ AppData\Roaming) itus Labs i E] |
Yalue: 7 Link to content
I ; . logName: ~ TiusLabs |
fl | CTOPEMUES: | pame Value . @
Source: Document Clessficationfor Logged ~ 2A6/201261131 M
TitusGUID ddBf2500-7ae-4aaf8..
ﬁmanrpC.assi — EventID: 1030 Task Category: None
||
TitusCorpSensitivity  Partner Confidential Level Informéfon feprords: Clssic
| TitusCorpProtective... Yes User TITUSCORP\kellyfraser ~ Computer  kellyvostrotuscomplocal
OpCode
I More Informaton: - Event Log Online Help
= 4 i }
o) o] ‘ :
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Symantec si TITUS

e |nteroperabilitate dovedita cu
e Symantec Enterprise Vault and
e Symantec PGP
e Symantec DLP Detection Policies

e Symantec DLP Incident Response (with FlexResponse)

Security & Compliance Solutions

General Business WWW.TITUS.COM | © TITUS. ALL RIGHTS RESERVED |



Integrare cu Symantec

e Scenarii de detectie multipla:

e Descopera toate documentele si/sau email-urile clasificate
ca “Highly Confidential”

e Blocheaza copierea pe medii removable doar daca
clasificarea este “Highly Confidential”

e Contorizeaza numarul de mesaje “Highly Confidential” in
tranzit in organizatie

o g i _
Sect Fity & Compllance Solutions General Business WWW.TITUS.COM | © TITUS. ALL RIGHTS RESERVED |




ITUS and Symantec DLP: Detec

@ B & =

Home Incidents Manage | System ﬁ @ [@ @
Policies Data Profiles Discover Scanning

Manage Policies Policy List Home II'IC!FI_entS Manage _S]!Stem

Cancel | OK

Policies Data Profiles Discover Scanning

Manage = Policies = Data Identifiers

General
Rule Name TITUS HC Deoc Classification Rul
oo Casshuaton fule save €9 Cancel $8 Delete
Severity
Defaut | El Details
conditions Name: TITUS Highly Confidential Messages
% Message Attachment or
File Type Match - o
e Description:
2 AND Content Matches
Keyword
Mateh type (" Case Sensitive (& Case Insensitive
Kepword Separator (& Newline ¢~ Comma
[~ Match any Keyword:
Category: Custom
[ Keyword Proximity matching
Expression List &: Expression List B:
Rule Breadth:
TitusComClassification Highly Confidential
B wide
Enter one or more patterns, separated by line breaks
Patterns: TLPropertyRoot=TitusCorp:Classification=Highly Confidential;
Mateh Conditions: v on whole words only
{& Check for existence (don't count multiple matches)
¢ Count all matches and only report incidents with at least IT—
Match On: - |G Envelope
[V Subject
[V Body 3
[V Attachments Data Normallzer: Do nothing j

(¢ Same Component (" Any Component
T X

ENEEUENEESS WWW.TITUS.COM | © TITUS. ALL RIGHTS RESERVED |




Integrare cu Symantec

e Scenarii de detectie multipla

e Descopera documentele care nu au fost clasificate inca (nu
au metadata Titus)

e Descopera toate documentele care nu sunt clasificate dar
contin informatii “highly confidential” si clasifica folosind

TITUS

o g i _
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TITUS and Symantec DLP: Apply

v Symantec Data Loss Prevention | oy J|

[ = T oot =
Home Incidents Manage System
Policies Data Profiles Discover Scanning

Manage  Policies = Response Rules Configure Response Rule

Cancel Save A Symantec Data Loss Prevention F
e I Discover Reports > Advanced Filters & Summarization B
Applied Filt
Exec. Summary - (AL IR AT } X X
| Discover Status Equals all Scan all Scans SBU(BI;ItY ;s(A)ny of Highi{33), Mediumid},
Genera : _ Lowi0), Infold
Inc!dents All Scans Target ID Custom All Sensitive Data - Detection Date All Dates
Rule Mame Incidents - Hew Public Share folder

Target Summary

Description Policy by Target r’ Incident Actions 1-330f 33 Shaw all | Select Al
r

Status by Target

Used in no active pol Type Location j Target / Scan w File Cwner 1L Palicy Matches  Sewerity  Status | |
- 1N0 Active po Top Shares at Risk -
Folder Risk Repart rn & YEPOINT-WINZ2G6!Public SharelSample  BUILTIM\Administrators 00000571 S mew
P Report.docx Sensitive Waords Policy

Conditions &l Sensitive Data - Public Share folder

10/18/11 10:45 PM
&2 V\EPOINT-WINTX86\Public Share\Sample  BUILTIN|Administrators 0000070 Il mew
Spreadsheet, xlsx Sensitive Words Policy
All Sensitive Data - Public Share Folder
10/18/11 10:48 PM

W . Logged in as: [ Administrator ] 1
@ @ @& =

Home Incidents Manage System

This rule is manually exe

Actions (executed i

All: Server FlexRes . .
all Reports Dashboards Metwark Endpaint Discover Classification

Y

Incidents i Dizcover Enforcedemoxé4 Fileshare Surmmary

Close Queued ruls "TITUS Auko-Tag" execution For 4 incident{s), Actual action will happen asynchronously,

- 5 Saved Reports
L E Save ¥ ﬂ@ﬂ Send * @ Export* 2 Delete Report

= CAR surnmary by Policy Filter
Data Owner Heatrmap Status:  [Equals | |an -| severity: B |] High =2 T
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TITUS

Security & Compliance Solutions

TITUS Mobile Solution



Mobile Data Security

e Securitatea informatiilor pe
dispozitivele mobile a devenit o
prioritate de top pentru organizatii

e BYOD (Bring your own device) —
angajatii aduc propriile dispozitive g
mobile si le conecteaza in infrastructura g AP &
companieli '

e [nformatia este pretutindeni

e |nformatia neclasificata pe
dispozitivele mobile este un punct
sever de vulnerabilitate

““ <‘
@TlTUS '| Security & Compliance Solutions
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TITUS Mobile Solution ***Coming soon***

Solutiile de securitate asupra email-urilor
de pe dispozitivele mobile protejeaza
Informatia astfel:

e [orteaza utilizatorii sa clasifice email-urile
IN mod consistent atat pe desktop cat si pe
dispozitivul mobil

e Separa email-urile de business de cele
personale

e Controleaza informatia bazandu-se pe
sensibilitatea el

Lucreaza cu Mobile Device Management
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Classification for Mobile Users

 Solutions for
BlackBerry
Smartphone
(available),
IPhone (coming
soon), Windows
Mobile Device
(avalilable) and
Android Devices
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NEW...IPhone

‘w..TELUS = 16:39 7 =
SecurityClassification:
[ PROTECTED i
Dissemination Limiting Marker:
[ SENSITIVE '

Hi Bob, would you please review
Charlie's project proposal while | am on
the road today?

Previous Mext

v SENSITIVE

SENSITIVE:LEGAL
: SENSITIVE:PERSONAL

i TELUS &= 16:28 e 11—

Mail Calendar | Contacts Eagout

= Bob Jones 5/8/2012
-] Note [SEC=PROTECTED, DLM=SENSIT...

= Bob Jones 5/8/2012
~] New marking standard [SEC=PROTEC...
Bob Jones 5/3/2012
] Urgent
Svetozar Markov 4/30/2012
=1 [SEC=PROTECTED, CAVEAT=SENSITIVE...
Svetozar Markov 4/23/2012
=3 RE: [SEC=UNOFEICIAL)
Alex Esser 4/19/2012
i=j last email [P]
Charlie Fox 4/19/2012
=3 RE: Test plan [SEC=UNOFFICIAL]

=) Charlie Fox 4/19/2012
= Test plan

= Charlie Fox 41312012
= Wacation requests

0 Charlie Fox 41312012
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Funny Movie —
Reply All Incident ©

Movie Bellow




